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Web-based Systems Vulnerabilities (WSVs) have been existing over a
long time in all Open System Interconnection (OSI) layers. WSV tends
to affect online business operations by letting attackers to gain
unauthorized access. Different researchers have been publishing common
WSVs regularly. From the published vulnerabilities, it can be noted that
the ranking of vulnerabilities is not static. Prevalence of common
vulnerabilities tends to vary with time. Moreover, ranking of
vulnerabilities from various practitioners, such as OWASP and CWE, at
a particular point in time tends to be different because of different
approaches and sources. This work sought to come up with an objective
way of establishing the latest ranking of common WSV by conducting a
Systematic Literature Review from scholarly sources. This study
extracted 127 publications from Scholarly Databases: Association of
Computing Machineries, ScienceDirect, Springer, IEEE, and Google
scholar. After the review, only 62 articles were considered based on five
inclusion and exclusion criteria. The review reveals that cross site script,
structured query language injection, broken authentication and session
management, operating system command injection and file inclusion are
the most common WSV.
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1. Introduction

Most businesses across the world are moving to
online platforms to simplify their operations [1].
Online operations on web-based systems store
critical business assets. With advancement of
information and communication technologies, the
number of hackers has been increasing. The kind of
attacks performed by hackers includes stealing
data, performing unauthorized deletion or
modification of data [2-6].

Web-based system developers have been
knowingly or unknowingly undermining security
concerns during development of web-based
systems from planning to testing and deployment
phases [7-8]. As a result, attackers have continued
to exploit vulnerabilities in web-based systems and
compromise them while disrupting business
operations.
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Different researchers and practitioners have
been publishing common Web-based Systems
Vulnerabilities (WSVs) regularly [9-12]. From the
published vulnerabilities, it can clearly be noted
that the ranking of vulnerabilities is not static.
There are over 30 different kinds of web
vulnerabilities.  The  prevalence  of the
vulnerabilities varies. Prevalence of vulnerabilities
tends to vary with time depending on various
factors. Therefore, it becomes difficult for web
developers to keep up and prioritize patching up of
systems. Moreover, ranking of vulnerabilities from
various practitioners at a particular point in time
tends to be different because of different
approaches and sources.

Similar systematic reviews have considered a
few type of vulnerability, such as input validation,
and have indicated prevalence change over time
[13]. Previous works also lack discussion of related
mitigation strategies of the vulnerabilities. This
review sought to establish the state-of-art web
vulnerabilities, taking into account different kinds
of vulnerabilities and prevalence. This work sought
to come up with an objective way of establishing
the latest ranking of common WSV by conducting
a Systematic literature review in Scholarly
Databases (SDs) from 2012 to 2021.

The contributions of this work are as follows:
firstly, it presents the quantitative systematic
review of the state-of-the-art WSV from 2012 to
2021; secondly, it explains the wvulnerability
ranking similarities and differences between Open
Web Application Security Project (OWASP),
Common Weaknesses, and Enumeration (CWE)
and common WSV obtained from SLR under this
study.

The rest of this paper is organized as follows: it
contains a methodology and Systematic Review
Process Section, which explains procedures and
approaches adopted to undertake this study; then,
the Results and Discussion Section which presents
results and their discussions obtained from the
state-of-the-art WSV. Finally, the Conclusion and
Recommendations Section.

2. Methodology and Systematic Review
Process

The writing of this systematic literature review
was based on the Kitchenham guiding principles,
PRISMA  (Preferred Reporting Items for
Systematics Meta Analysis) and PICO (Population,
Interventions, Context and Outcome) keyword
search paradigm, as used in the works of Rafique
[13] and Zarour [15]. Academic papers were
searched from different publication sources,
including IEEE, ACM, ScienceDirect, Springer,
and Google scholar. A total of 127 published papers
in the domain were extracted, and after a careful
synthesis based on inclusion and exclusion criteria,
62 papers primarily related to WSV were
considered for the study. Therefore, the paper
presented a quantitative systematics literature
review of the state-of-the-art WSV. The
systematics literature review process based on the
selected methodology was conducted under the
following steps in a structured order, namely
question formulation, source selection, study
selection, selection execution, and information
extraction.

2.1 Question Formulation

Based on the Kitchenham guidelines for SLR,
research questions are one of the most crucial
aspects of the review. They guide the process by
ensuring that primary study selection and
aggregation relate directly to the questions. This
review has drawn up a research question “What are
the common state-of-the-art WSVs”. This research
question has been subdivided into three research
questions as follows:

I.  Which specific types of web system
vulnerabilities are  most  frequently
encountered in the current state-of-the-art
research across diverse web platforms?

Il.  How do the prevalence and distribution of
common web system vulnerabilities vary
across different categories of web
applications?

1. What are the emerging trends and shifts in
the landscape of web system vulnerabilities?
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And, how have they evolved over time in
response to advancements in  web
technologies and security practices?

2.2 Source Selection

To identify primary studies related to the
mentioned research questions, the study carried a
pilot search on some trustworthy publication
sources. A pilot search on these sources has
discovered that some similar publications are
indexed in more than one source, and therefore the
search selection is limited to IEEE, ACM, Springer,
ScienceDirect and Google scholar.

At first, the search keywords were formed and
extracted from the PICO paradigm. After the
crucial assessment, the recommended keywords
from the sources were combined with the list of
keywords during the live search and the PICO
mapping for keywords and keyword synonyms as
were presented in Table 1 and Table 2, respectively.

The keywords were concatenated using
Boolean “AND” and “OR” to bring the whole
query strings as shown in Table 3. And this study
has considered 1 page with 25 papers for IEEE, 1
page with 15 papers for ACM, 1 page with 20
papers for Springer, 1 page with 24 papers for

Table 1. PICO paradigm of the study.

ScienceDirect and lastly 5 pages with 46 papers for
Google scholar. The reason for taking five pages in
Google scholar is because it is not actually an SD
but just an academic scholarly search engine that
retrieves papers from SD, including, but not limited
to, IEEE, Springer, ScienceDirect and ACM.

2.3 Study Selection

After searching papers from the publication
sources, the extraction of paper that was primarily
considered and used for this study was done based
on inclusion and exclusion criteria.

The criteria that were considered to include or
exclude a research article in this systematic review
paper was: the initial stage excluded all articles that
have not focused on web security vulnerabilities.
The second stage included all papers that have been
published from 2012 to 2022. The aim is to identify
current common web vulnerabilities around the
globe for the past decade. The third selection for
inclusion was based on whether the paper’s title,
abstract, and introduction have a clear connection
with the study research questions.

The fourth selection criteria excluded articles
published as journal proof, symposium or
workshop. The fifth and last criteria removed the
duplicate articles that have appeared in more than
one source.

SIN PICO Paradigm Keyword
1 Population Web-based systems
2 Intervention Security vulnerabilities
3 Context Domain of web-based systems
4 Outcome Quantity and type of web-based system vulnerabilities

Table 2. Keywords synonyms.

S/N Keywords Keywords Synonyms
1 Web Web, Internet, online, website
2 Web-based system Web-based system, web application, web service, internet
application, web-based application, web software, web system
3 Security Security, secure, insecurity
4 vulnerabilities Vulnerability
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Table 3. Keywords combinations used for search in each source.

SIN

Keywords combination using “AND” and “OR”

Sources Page(s)

Papers

1

((Web OR online OR internet OR website OR web system
OR web service OR internet application) AND (security
OR secure OR insecurity) AND (vulnerabilities OR web
vulnerabilities OR web-based vulnerabilities OR web
application vulnerabilities))

((Web OR online OR internet OR website OR web system
OR web service OR internet application) AND (security
OR secure OR insecurity) AND (vulnerabilities OR web
vulnerabilities OR web-based vulnerabilities OR web
application vulnerabilities))

((Web) AND (security) AND (web vulnerabilities OR web-
based vulnerabilities OR web application vulnerabilities))

((Web) AND (security) AND (web vulnerabilities OR web-
based vulnerabilities OR web application vulnerabilities))
((Web OR online OR internet OR website OR web system
OR web service OR internet application) AND (security
OR secure OR insecurity) AND (vulnerabilities OR web
vulnerabilities OR web-based vulnerabilities OR web
application vulnerabilities))

Total Number of Extracted Papers

IEEE 1

ACM 1

Springer 1

ScienceDirect 1

Google 1-
Scholar

5

25

15

20

24

46

127

2.4 Selection Execution
From Figure 1, The first criteria excluded 15

Identification of Studies from Scholarly Sources

Records identified from*

Sources (n=

127)

articles that were not related to WSV. The second
criteria excluded 26 articles that either were
published before 2012 or those not having
information of year of publication. The third
criteria excluded 15 articles based on relevance of
articles in title, abstract and introduction in relation
with the research questions. The fourth criteria
excluded 3 articles that were either published as
workshop, symposium or journal proof. And lastly,
the fifth criteria excluded 6 research articles that
appeared duplicate in more than one source.

Figure 2 presents the percentages of papers that
were selected from the scholarly sources where the
most relevant publications were selected from
ScienceDirect (24.2%), Google Scholar (24.2%)
and IEEE (24.2%). Other publications were
selected from ACM (8.1%) and Springer (19.3%).
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Figure 1. Screening for the papers reviewed extended

from [15].
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Figure 2. Percentages of articles selected from each
source.
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Figure3. Percentage of selected articles in each year.

Figure 3 presents the line graph with percentage
of selected publications from each year in which the
percentage of selected papers from 2012, 2013,
2014, 2015, 2016, 2017, 2018, 2019, 2020 and
2021 were 9.7%, 1.6%, 16.1%, 17.7%, 8.1%,
16.1%, 12.9%, 6.5%, 3.2%, and 8.1%, respectively.

Figure 4 presents a pie chart showing
classification of selected papers based on location
where the research was conducted. The study found
that 4% of papers published in the African
continent were selected. Australia did not
contribute any paper for the review. Percentage of
selected papers from Asia and Europe were 57%

and 25%, respectively. The American continent had
14% of papers selected for the review.

Figure 5 is the histogram which presents the
classification of selected papers based on
methodology used, in which percentages of papers
selected under survey, experimental,
comprehensive literature review, systematic
literature mapping and systematic literature review
methodologies were 8.1%, 69.4%, 4.8%, 4.8% and
12.9%, respectively.
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Figure 5. Classification of selected articles based on
methodolog
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3. Result

Table 4 shows the ranked WSV based on the 62
selected articles which present the quantitative
state-of-the-art of the common WSV from 2012 to
2021. The total of 41 vulnerabilities have been
obtained in the reviewed articles, in which XSS,
SQLi, Broken Authentication and Session
Management, CSRF, OS Command injection and
File inclusion have appeared the most. It can be
seen that out of 62 research articles selected for this
study, 43 articles have been researching on XSS
and make it mostly common with 17.8 %, SQL.i has
appeared in 40 articles with 16.5% of mostly
common WSV. Other vulnerabilities that have
appeared common are, respectively, Broken
Authentication and Session Management with 25
appearance and 10.4%, CSRF with 14 appearance
and 5.8%, OS Command injection and File
inclusion both with 13 appearance and 5.3%,
directory traversal and path traversal both with 10
appearances and 4.1%. The rest of vulnerabilities
have less than 10 appearances and thus are less

common compared with others that have more than
10 appearances.

Figure 6 shows a sunburst chart which presents
the common WSV from the state-of-the-art of the
reviewed articles by years from 2012 to 2021 where
by 2012 there were two common vulnerabilities,
namely XSS and CSRF, which appeared in 5
articles each. In 2013, there were no common WSV
extracted. In 2014 and 2015, XSS and SQLi were
the common vulnerabilities which appeared in 8
articles each. In the year 2016, SQLi was the
common vulnerability with 4 appearances in
reviewed articles. In 2017, XSS appeared as the
common vulnerability in 8 reviewed articles. In
2018 and 2019, both XSS and SQLi were the
common vulnerabilities in  which they both
appeared in 4 reviewed articles each. Not only that,
but also in 2020, XSS, SQLIi, and CSRF were the
common vulnerabilities in which they each
appeared in 2 of the reviewed articles. Finally, XSS
in 2021 was the common vulnerability that
appeared in 3 of the reviewed articles.

Table 4. Ranked common WSV from the selected articles.

S/N  Vulnerabilities Frequency Percentage Rank References
Name
1 XSS 43 17.8 1 [12-13], [16-37]
2 SQL Injection 40 16.5 2 [3], [12-13], , [31-46], [16 — 28]
3  Broken 25 10.4 3 [12-13], [31-37], [16-28]
Authentication and
Session Management
4  CSRF 14 5.8 4 [12-13], [36-37], [42], [47], [16-19], [21],
[28], [31], [33]
5 OS Command 13 5.3 5 [13], [16], [19], [30-31], [38], [48-52]
injection
6  Fileinclusion 13 5.3 5 [12], [16], [35], [38], [50-51], [53-55]
7  Directory traversal 10 4.1 7 [12], [16-17], [27], [30], [48-49], [52-53]
and path traversal
8  Xpath injection 8 3.3 9 [28], [40-41], [47], [51-52], [56-57]
9 XML injection 6 2.4 10 [31-33], [47], [56-57]
10  Security 6 2.4 10 [12-13], [33-34], [37], [58]
Misconfiguration
11  Remote code 6 2.4 10 [17], [41], [49-50], [53], [59]
execution
12 LDAP injection 4 1.6 13 [31], [36], [41], [52]
13  Insecure Direct 4 1.6 13 [13], [33], [36-37]

Object References
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S/IN  Vulnerabilities Frequency Percentage Rank References
Name
14 Sensitive Data 4 1.6 13 [12], [33-34], [60]
Exposure
15 Failure to Restrict 4 1.6 13 [13], [26], [36-37]
URL Access
16  Insecure 4 1.6 13 [13], [26], [36-37]
Cryptographic
Storage
17  Parameter Tampering 3 1.2 18 [31-32], [48]
18  Source code 3 1.2 18 [49],[50], [53]
disclosure
19  Logic errors 3 1.2 18 [16], [32], [47]
20  Unvalidated redirects 3 1.2 18 [12], [33],[37]
21  Shellshock 3 1.2 18 [16], [61-62]
22 Buffer overflow 3 1.2 18 [24], [28], [31]
23 XQuery injection 2 0.8 24 [47], [57]
24 PHP code injection 2 0.8 24 [49], [53]
25  Unvalidated 2 0.8 24 [12], [33]
Redirects and
Forwards
26  Heartbleed 2 0.8 24 [16], [62]
27 XXE 2 0.8 24 [36], [42]
28 Insufficient Transport 2 0.8 24 [13], [37]
Layer Protection
29  SSL flaw 2 0.8 24 [62-63]
30 HTTP Response 1 04 31 [17]
Splitting
31  Missing Function 1 0.4 31 [12]
Level Access Control
32 Using Components 1 0.4 31 [12]
with Known
Vulnerabilities
33  Weak passwords 1 0.4 31 [16]
34  Taint-style 1 0.4 31 [48]
vulnerability
35  Workflow bypass 1 0.4 31 [47]
36  HTTP Protocol 1 0.4 31 [38]
Violation
37  Second Order Denial- 1 0.4 31 [64]
of-Service
38  Trust Boundary 1 0.4 31 [52]
Violation
39  Weak Encryption 1 0.4 31 [52]
Algorithm
40  Weak Hash 1 0.4 31 [52]
Algorithm
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Figure 6. Common WSV from the state of the art of the reviewed articles by year.

Table 5. OWASP top 10 vulnerabilities in 2013, 2017 and 2021.

OWASP Top 10 - 2013

OWASP Top 10 - 2017

OWASP Top 10 - 2021

Injection

Broken Authentication and Session

Management

Cross-Site Scripting (XSS)
Insecure Direct Object References
Security Misconfigurations

Sensitive Data Exposure

Missing Function Level
Control

Cross-Site Request Forgery

Using Components with Known

Vulnerabilities

Unvalidated Redirects and Forwards

Access

Injection

Broken Authentication

Sensitive Data Exposure
XML External Entities (XXE)
Broken Access Control

Security Misconfigurations
Cross-Site-Scripting (XSS)
Insecure Deserialization

Using Components with Known

Vulnerabilities

Insufficient
Monitoring

Logging and

Broken access control

Cryptographic Failures

Injection
Insecure Design
Security Misconfiguration

Vulnerable and Outdated

Components

Identification and Authentication
Failures

Software and Data
Failures

Integrity

Security logging and Monitoring
Failures

Server-Side
(CSRF)

Request  Forgery
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OWASP publishes the list of top ten common
vulnerabilities after every 4 years [10, 65]. It
publishes from penetration testing companies’ data
around the world in which OWASP aggregates the
data and then rank the vulnerabilities to produce the
most critical top ten. This is done to help web
developers to understand and consider them from
their design phase because they are the most
common and thus most attackers exploit them.
Table 5 shows the OWASP top 10 vulnerabilities
for 2013, 2017 and 2021, respectively.

4. Discussion

From Table 4 and Table 5, it can be shown that,
while in the year 2013 and 2017 OWASP common
vulnerability was injection wvulnerability, in
scholarly works the common WSV in the year 2013
and 2017 was SQL.i. This implies the similarities
between the common WSV from the scholarly
works and those from penetration testing
organizations. In the year 2021, OWASP common
vulnerability was Broken access control. XSS was
not even in the top 10 list, while from the scholarly
works the XSS was the leading common
vulnerability. This implies dissimilarity between
the common vulnerability from the penetration
testing industries and those from the scholarly
works due to different approaches and sources used
in ranking.

Not only that but also MITRE (Massachusetts
Institute of Technology Research and Engineering)
CWE (Common Weakness and Enumeration)
publishes a list of 25 software weaknesses [66]. The
list of software weaknesses in the year 2021 and
2022 are shown in Table 6 [67-68]. CWE generates
the list by analyzing public vulnerability data from
NVD (National Vulnerability Database), CVSS
(Common Vulnerability Scoring System), and CVE
records from Cybersecurity and Infrastructure
Agency (CISA). It can be seen that the data and
records are vulnerability data obtained from
penetration tests performed in Known Exploited
Vulnerability (KVE) Catalog. Comparing CWE list

and that of common vulnerability from scholarly
work, it can be seen that XSS and SQL.i are still the
top common software weaknesses by CWE.

Despite the existence of other ranked groups
and organizations, the review of common
vulnerability from scholarly work from 2012 to
2021 is an objective method of ranking and
validating the common vulnerabilities from ranking
organizations, such as OWASP and CWE, that use
different records and databases to rank the
vulnerabilities.

5. Conclusion

Web-based systems are an interesting field with
a long history of research. The field is faced by
challenges of attacks caused by the presence of
unending known and unknown vulnerabilities that
are announced every day. From the published
vulnerabilities, it can clearly be noted that the
ranking of vulnerabilities is not static. Prevalence
of common vulnerabilities tends to vary with time.
Moreover, ranking of vulnerabilities from various
practitioners, such as OWASP and CWE, at a
particular point in time tends to be different because
of different approaches and sources. This work
presents an objective way of establishing the latest
ranking of common WSV by conducting a SLR
from SD. This paper has bridged the gap by
presenting quantitative systematic literature review
to present the current state-of-the-art WSV. It also
presents similarities and differences between the
current  state-of-the-art  vulnerabilities  from
scholarly works and those from different ranking
organizations. It will help practitioners and
researchers to be informed with common WSV in
the world while comprehending the security
problems  that require  future  research
investigations.

Other Researchers may review the state-of-the-
art WSV using scholarly work in specific web
technologies, either based on the programming
language or programming framework.
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Table 6. CWE 25 software weakness for the year 2021 and 2022.

SIN 2021 2022
1 Out-of-bounds Write Out-of-bounds Write
2 Cross-site Scripting Cross-site Scripting
3 Out-of-bounds Read SQL Injection
4 Improper Input Validation Improper Input Validation
5 OS Command Injection Out-of-bounds Read
6 SQL Injection '‘OS Command Injection’
7 Use After Free Use After Free
8 'Path Traversal' 'Path Traversal'
9 CSRF CSRF
Unrestricted Upload of File with Dangerous
10 Type Unrestricted Upload of File with Dangerous Type
11 Missing Authentication for Critical Function NULL Pointer Dereference
12 Integer Overflow or Wraparound Deserialization of Untrusted Data
13 Deserialization of Untrusted Data Integer Overflow or Wraparound
14 Improper Authentication Improper Authentication
15 NULL Pointer Dereference Use of Hard-coded Credentials
16 Use of Hard-coded Credentials Missing Authorization
Improper Restriction of Operations within the
17 Bounds of a Memory Buffer Command Injection
18 Missing Authorization Missing Authentication for Critical Function
Improper Restriction of Operations within the
19 Incorrect Default Permissions Bounds of a Memory Buffer
Exposure of Sensitive Information to an
20 Unauthorized Actor Incorrect Default Permissions
21 Insufficiently Protected Credentials Server-Side Request Forgery (SSRF)
Incorrect Permission Assignment for Critical
22 Resource Race Condition
Improper Restriction of XML External Entity
23 Reference Uncontrolled Resource Consumption
Improper Restriction of XML External Entity
24 SSRF Reference
25 Command Injection Code Injection
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